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Service Design

Set of specialized organizational capabilities for
providing value to customers in the form of

services

SOURCE: ITIL Service Design Publication, p. 11




Service Design Goals

* Design services to:
— Satisfy business objectives

— Be efficiently developed with appropriate
timescales and cost

— |dentify and manage risks so that they can be
removed or mitigated

* Design efficient and effective processes for the
design, transition, operation, and
improvement of high-quality processes
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Service Design Goals

e Design secure and resilient IT infrastructure,
environments, applications, information resources and
capabilities

e Design measurement methods and metrics

e Produce and maintain IT plans, processes, policies,
standards, architectures, and frameworks

e Develop skills and capability with IT by moving strategy
and design activities into operational tasks

e Contribute to improvement of overall quality of IT
service
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Scope of Service Design

* New or changed services

e Service management systems and tools,
especially the Service Portfolio (including the
Service Catalog)

 Technology architecture and management
systems

 Required processes
e Measurement methods and metrics

SOURCE: ITIL Service Design Publication, p. 14




The Four Ps

SOURCE: ITIL Service Design Publication, p. 16




IT Steering/Strategy Group

* Reviewing business and IT plans

e Demand planning

* Project authorization and prioritization
* Review of projects

e Potential outsourcing

e Business/IT strategy review
e Business/IT Continuity

e Policies and Standards

SOURCE: ITIL Service Design Publication, p. 17-18




Service Design Processes

e Service catalog management

e Service level management

e Capacity management

e Availability management

e |T service continuity management

* Information security management

e Supplier management




Service Designh Package

e Details all aspects of a servcie and provides
requirements through all subsequent stages of
the lifecycle

e The SDP is created in Service Design and
passed to Service Transition for
implementation
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SDP Contents

* Business requirements

e Service applicability

e Service contacts

e Service functional requirements
e Service level requirements

e Service and operational management
regquirements




SDP Contents

Service design and topology
Organizational readiness assessment
Service program

Service transition plan

Service operational acceptance plan

Service acceptance criteria




Service Catalog Management

* Provide a single source of consistent
information on all agreed upon services and
ensure that it is widely available to those
approved to access it

 Ensure a Service Catalog is produced and
maintained containing accurate information
on all operational services and those being
prepared to be run operationally
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Service Catalog Types

e Business Service Catalog
— Details of all IT services delivered to customers
— Visible to the customer

* Technical Service Catalog

— Details of all supporting services
— Not usually visible to customers

SOURCE: ITIL Service Design Publication, p. 62
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 Negotiate, agree, and document service levels
e Measure, report, and improve service levels

e Communicate with business and customers

The business l

SLA(s) S Document
standards &

templates
Determine, Monitor service Conduct service
doculment & agree performance against review & instigate N
requirements for new SLA & produce service impravements within Assist with the
services SLRs & make reports an overall 5IP Service Catalogue
SLAs & maintain documen t
templates.
Deve\o_p cor?tam Collate, measure
& relationships, & improve -
record & manage customer Service
complaints & satisfaction Catalogue
. 3 A . compliments Service
SOURCE: ITIL Service Design Publication, p. 68 Reports
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Types of Service Level Agreements

e Service specific level — specific service, all
customers

 Customer level or business unit level — specific
customer, all services

e Corporate level — all issues appropriate to
every customer throughout the University
(less volatile, updates infrequent)
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Service Level Management Activities

* Design SLA frameworks

e |dentify Service Level Requirements (SLRs)
 Monitor service performance against SLA

e Measure and improve customer satisfaction

e Produce service reports
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Service Level Management Activities (cont.)

Conduct service reviews and initiate Service
Improvement Plans (SIPs)

Review and revise SLAs, OLAs, and Ucs
Develop contacts and relationships

Manage complaints and compliments




Availability Management

e Ability of a service, component, or
configuration item to perform its agreed upon

functio

N

(Agreed Service Time

Availability (%) =

(AST) - downtime)
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Availability Management Definitions

e Reliability — how long service, component, or
configuration item (Cl) can perform function
without interruption

 Maintainability — how quickly and effectively a
service, component, or Cl can be restored to
normal working after a failure

e Serviceability — Ability of a third-party supplier
to meet the terms of their contract
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Availability Management

JF 1

Service Level Agreements
Availability (service availability %)

Operational Level Agreements
Reliability & maintainability (MTBF & MTRS)

Internal support teams \

Contracts and agreements
Serviceability (availability, MTBI & MTRS)

Suppliers \l

SOURCE: ITIL Service Design Publication, p. 101
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Availability Management Goals

 Ensure agreed upon level of availability
provided

e Continually optimize and improve availability
of services, IT infrastructure, supporting
organization

* Provide cost effective availability
Improvements

 Produce and maintain availability plan
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Availability Management

Reactive activities

Monitor, measure, \

analyse report & review Availability

service & Management

component availability Slgﬂm1{a,:.i'l?'lrl15';
ystem ]

Investigate all service &
component unavailability
& instigate remedial Availability
action Management

L reports

Proactive activities Ayailability
Risk assessment Plan & design for Plan
& Management new & clhanged
services
Availability
Implement cost — Review all new & design criteria
Justifiable changed services & test
countermeasures all availability &
resilience mechanisms Awailability

testing
schedule |

SOURCE: ITIL Service Design Publication, p. 99
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Incident Lifecycle

Incident Incident Incident
start start start
Uptime Uptime Uptime (availability)

[
Service Service Service
available Available Available

¥

Downtime (time to restore){MTRS) Downtime
Service

Service unavailable unavailable
Availability —-ﬁmilalbﬁilit:,-r

Diagnose Recover
Detect Repai
pair Restpre
Time between system incidents Time between failures (MTBF)
Tirne

SOURCE: ITIL Service Design Publication, p. 106
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Availability Terms

e High availability — minimizing or hiding effects
of component failure

e Fault tolerance — ability to operate correctly
after component failure

e Continuous operation — eliminate planned
downtime of a service

e Continuous availability —achieve 100%
availability; no planned or unplanned
downtime

5% ADMINISTRATIVE

e EY9) TECHNOLOGIES
>/ Miinots State University




Information Security Management

* Provide a focus for all aspects of IT security
and manage all IT security activities




Information Security Management Principles

e Align IT security with business security

* Dependent upon overall governance
framework
— Strategic direction for security activities
— Ensures activities achieved
— Ensures risks are appropriately managed

— Ensures enterprise information resources used
responsibly




Information Security Management

* |nformation available and usable when required
and system can resist attacks and recover from or
prevent failures (availability)

* |nformation disclosed to only those with a right
to know (confidentiality)

* |nformation is complete, accurate, and protected
from unauthorized modification (integrity)

e Business transactions can be trusted
(authenticity)
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Information Security Management System (ISMS)

Customers - Requirements - Business Needs

MJT_IHTAIN PLAN
| earn Service Level Agreements
mrfll;?-.ve Underpinning contracts

Operational Level Agreements

Implement Policy Statements

CONTROL
Organize
Establish framework

Allocate responsibilities IMPLEMENT

Create awareness
Classification and registration

Personnel security

Physical security
Networks, applications, computers
Management of access rights
Security incident procedures

EVALUATE
Internal audits
External audits

Self assessments
Security incidents

SOURCE: ITIL Service Design Publication, p. 143




Supplier Management

Manage suppliers and the services they supply,
to provide seamless quality of IT service to the
business, ensuring value for the money is

obtained B
=+

Evaluation of new

r suppliers & contracts

Supplier categorisation
& maintenance of the
SCD

SOURCE: ITIL Service Design Publication, p. 151




Capacity Management Goal

Ensure that cost-justifiable IT capacity in all
areas of IT always exists and is matched to the
current and future agreed upon needs of the

business, in a timely manner
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Capacity &
performance
reports

I

_Business Review current
Capacity Management capacity & performance

SLASLR \ g;;'m\ Improve current service
& component capacity
. Capacity Management
Information System
Service Assess, agree & (CMIS)
Capacity Management document new

requirements & capacity

Component

Capacity Management Plan new capacity
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Tools
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SOURCE: ITIL Service Design Publication, p. 83
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IT Service Continuity Management

Ensure that required IT technical and service
facilities can be resumed within required and
agreed upon business timelines

# Education, awareness and training
Ongoing # Review and audit
Operation # Testing

# Change Management

L]
Lifecycle Key activities
: Business # Policy setting
Continuity Initiation ¥ Scope
1 Ma ent e .
1 (BCM ¥ Initiate a project
1 1 !
1 . n
. # Business Impact Analysis
1 Requirements :
[ and strategy b Risk As&e'_r._c.ment :
1 ¥ [T Service Continuity Strategy
1 1
' i # Develop IT Service Continuity Plans
' # Develop IT plans, recovery plans and
I Implementation procedures
# Organisation Planning

. 1 # Testing strategy

SOURCE: ITIL Service Design Publication, p. 127 : 1 1
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IT Service Continuity Management

 Maintain service continuity and IT recovery plans
to support business continuity plans

e Complete regular business impact analysis
e Conduct regular risk assessment
 Provide advice and guidance on issues

 Implement measures to meet or exceed business
continuity targets

 Check impact of changes on existing plans
 Negotiate contracts with suppliers
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Up Next

Service Transition

5% ADMINISTRATIVE

“t 1) TECHNOLOGIES




